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Abstract—The fifth-generation (5G) of mobile networks are
supposed to address radically new types of applications that have
not been possible with previous generations of wireless technolo-
gies. Ultra-Reliable Low-Latency Communication (URLLC) is
one 5G use case category imposing strict requirements on the
availability, reliability, and latency together with zero mobility
interruption. Aiming for a common understanding, we put
forward a comprehensive description of performance metrics
based on reliability theory focusing on availability and reliability
metrics as a function of time. We establish a link to wireless
communications by studying Rayleigh fading channels in a multi-
connectivity system. The reliability metric definitions and analytic
models presented in this paper contribute to enable a system-
atic and accurate performance analysis for URLLC. Numerical
evaluations demonstrate the importance of considering not only
availability alone but combinations of availability and time-based
reliability statistics jointly.

Index Terms—5G, availability, reliability theory, URLLC, wire-
less networks

I. INTRODUCTION

A main objective of the fifth generation (5G) of mobile
communications systems is the support of diverse applications
in a flexible and reliable way. The requirement dimensions
comprise throughput, capacity, number of devices and costs,
but also availability, reliability and latency are important [1].
Apart from enhanced Mobile Broadband (eMBB) and massive
Machine Type Communications (mMTC), ultra-reliable low-
latency communications (URLLC) is the third pillar of 5G.
Thus, 5G is expected to underpin the emergence of the
Tactile Internet, in which ultra-reliable and ultra-responsive
network connectivity will enable to deliver real-time control
and physical tactile experiences remotely [2].

Within the context of 5G, key performance indicators (KPIs)
such as "availability" and "reliability" are often used inter-
changeably and considered as the percentage of successful
transmissions, e.g., the required reliability of 1 − 10−9 for
wireless factory automation [3], [4]. Especially in the area of
URLLC, reliability is connected to time-based requirements
by latency deadlines, often in the (sub-)millisecond range,
e.g., 250 µs for factory automation, 3ms in smart grids, and
10ms for intelligent transport systems (ITS) [4]. Besides,
the targeted zero mobility interruption, which is obviously

the optimal value, is the only explicit time attribute in the
current discussion on reliability of 5G [5]. However, time-
based reliability metrics, such as mean up time, mean down
time, or mean time to failure, which are fundamental and well
accepted tools in reliability theory, remain almost unmentioned
in wireless communications [6]. Only a few research activities
have been performed aiming to leverage methods of reliability
theory to wireless channels with respect to time aspects: In
[7], concepts of reliability theory are applied and extended
to wireless communications networks, which are modeled as
repairable systems. Channel available and unavailable time
intervals are modeled based on the channel occupancy status
in [8]. However, the availability and reliability analysis is
restricted to cognitive radio networks. Further research activ-
ities linking wireless communications and reliability theory
focusing on time aspects is necessary to refine the discussion
on URLLC, which aims for reliably linking systems from
different domains, such as wireless communications, factory
automation, etc.

In this work, we utilize fundamental reliability theory to
foster the understanding of the relevant terms for wireless
communications and demonstrate that a joint consideration
of time-based reliability metrics and channel availability is
of great importance for designing future wireless communi-
cations systems. The main contributions of this paper are as
follow.

• Comprehensive summary of fundamental reliability the-
ory definitions that are of special interest for URLLC
research.

• Derivation of the KPIs mean up time, mean down time,
and mean time between failures for the reliability analysis
of wireless communications systems, obtaining closed
form expressions for the special case of Selection Com-
bining of multiple Rayleigh fading links.

• Application of concepts of reliability theory to the system
design of wireless communications systems, i.e., how to

– model a wireless communications system with
Rayleigh fading links as a repairable system based
on continuous-time Markov chains (CTMC), and
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– introduce redundancy by means of frequency diver-
sity to improve availability and reliability.

• Evaluation of an exemplary scenario, corresponding to
Selection Combining, capturing the trade-off between
the number of links used for multi-connectivity, fading
margin, velocity, and carrier frequency regarding channel
availability, and time-based reliability metrics.

II. SYSTEM MODEL

The operations within a wireless network can be interrupted
by various causes of failures, e.g., insufficient signal power,
bad signal quality due to fading or interference, handover
failures, or even software and hardware bugs. In this paper, we
concentrate on multi-path propagation as a cause of failure for
the wireless communications system and consider a single user
connected to n wireless links simultaneously. Assuming that
each link consists of many individual paths without a dom-
inant component, Rayleigh-fading channels are considered.
We focus on links which are separated in frequency at least
by the coherence bandwidth leading to independent fading.
Compensation of path loss and shadowing by transmit power
or automatic gain control is assumed. However, the proposed
model can also be extended to wireless systems including path
loss and shadowing, as well as other channel models.

A. Single Rayleigh-Fading Link

The system can be described by existing terms from reli-
ability theory identifying channels as repairable components.
If and only if messages can be successfully transmitted and
received via a channel, the latter is assumed to be operational.
The usual notion is that "up" is used for an operational
state whereas "down" refers to a failed state, i.e., in repair
if repairable. A Rayleigh-faded signal can be successfully
received if the instantaneous power p(t) is above a certain
threshold pmin, which may be determined by the receiver’s
hardware sensitivity. Thus, we distinguish between two states
by introducing the random variable channel state

Y (t) =

{

0, if p(t) < pmin, "down", "failed"
1, if p(t) ≥ pmin, "up", "operational"

. (1)

The considered wireless channel can be interpreted as a
repairable item based on the Gilbert-Elliot model, which was
created to characterize independent impulsive noise and has
been successfully used to analyze error patterns of wireless
transmission channels [9], [10]. The average (non-)fade du-
ration of a Rayleigh-faded signal can be determined by level
crossing analysis. Their reciprocals characterize the transition
rates between the two channel states, which we denote as
failure rate λ and repair rate µ according to [11]

λ =

√

2π

F
fD , (2a)

µ =

√

2π
F
fD

exp 1
F
− 1

, (2b)

where F = pavg/pmin represents the fading margin with the
average receive power pavg. The maximum Doppler frequency
is characterized by fD = vf/c, where f is the carrier
frequency of the signal and c is the speed of light. The
relative velocity between transmitter, receiver, and scatterers
is denoted as v. The rates λ and µ are assumed to be constant
implying that the random fading process does not change its
statistical properties with time. Every fading is self-revealing.
This means that every state change is recognized immediately.
The probability that more than one channel enters or leaves
the failed state at the same time is negligible.

B. Multiple Rayleigh-Fading Links

In reliability theory, a system is often modelled to be com-
posed of n components. One way to improve the availability
and reliability of a system is to introduce redundancy, i.e.,
employ one or more reserve components. A generic notation
to express the concept of redundancy is the k-out-of-n (koon)
structure. It characterizes a system that is functioning if and
only if at least k of the n components are operational [12]. The
general koon redundancy concept can be adopted to wireless
communications by assuming that the user’s communication
is successful if at least k ∈ {1, 2, . . . , n} out of n wireless
links are operational. It might not be always required that
all k links have to be operational. Hence, we focus on a
special case which is known as selection combining in wireless
communications. The special case of data sent redundantly
over each link and the user performing Selection Combining
corresponds to k = 1, because the best (1oon) link is selected.
Thus, it is sufficient if at least one link is operational.

We model the considered wireless communications system
as an irreducible, homogeneous CTMC. Let the finite system
state j be defined as the number of channels in an operational
state. Hence, a system with n channels has n+1 states, includ-
ing the cases that none of the n channels are operational. The
system state j is decreased by one whenever an operational
channel enters a failure and increased by one when a failed
channel is operational again, which can be interpreted as a
channel repair. The state space is partitioned into the set of
"up" states U and the set of "down" states D according to

U = {k, k + 1, . . . , n} , (3a)

D = {0, 1, . . . , k − 1} . (3b)

The resulting birth-death CTMC is visualized in Fig. 1. The
state equations are expressed by

Ṗj(t) = µj−1Pj−1(t)− (µj + λj)Pj(t) + λj+1Pj+1(t)

for j = 0, 1, . . . , n , (4)

where Pj(t) is the state probability that there are j failed
channels in the system at time t, the first derivative of Pj(t)
with respect to time is denoted by Ṗj(t) and Pj(t) ≡ 0 for
j < 0 or j > n [12]. The differential equations (4) of this
CTMC may be written in matrix terms as

Ṗ (t) = P (t) ·M , (5)
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Fig. 1. Birth-Death CTMC

with the tri-diagonal transition matrix M , the state probability
vector P (t), and the state probability derivative vector Ṗ (t).

Based on the assumptions of independent links with equal
fading margin F and maximum Doppler shift fD, we derive
the system transition parameters of the considered wireless
communications scenario as

λj = jλ for 0 < j ≤ n , (6a)

µj = (n− j)µ for 0 ≤ j < n . (6b)

III. RELIABILITY QUANTITIES

Important quantities used in reliability theory express prob-
abilities and time duration. In this section, we summarize
definitions of fundamental reliability quantities and apply
them to the considered wireless communications scenario from
the user’s viewpoint. A wireless communications system is
hereby modeled as a repairable system. An item in wireless
communications can be interpreted, e.g, as a component of
a system, a system itself, a service or a channel. According
to the introduced system model, we identify the components
of a system with wireless channels and apply the concept of
koon redundancy. Consequently, the indices k, n emphasize
that a quantity depends on the minimum number of operational
links k out of n links, a user is simultaneously connected to.
We derive closed form expressions for the case of Selection
Combining of n Rayleigh fading links, equivalent to 1oon.

A. Channel Availability

According to [13], “an item is available, if it is in a state
to perform a required function at a given instant of time or at
any instant of time within a given time interval, assuming that
the external resources, if required, are provided.” On the basis
of this definition the following availability quantities can be
derived with respect to the wireless channel.

The instantaneous channel availability

A(t) = Pr {Y (t) = 1} (7)

is the probability that a channel is operational at a given instant
of time t. The steady-state channel availability

A = lim
t→∞

A(t) , (8)

characterizes the long-term probability that one channel is
operational. The steady-state channel availability can also be
interpreted as the mean proportion of time the channel is
operational.

We can apply the concept of availability to the introduced
scenario, because the considered wireless communications

system is available if it is in one of the system up states
aggregated in U . The steady-state situation is often of special
interest to make conclusions about the system’s long-term
performance. Thus, we determine the system steady-state
channel availability as

Ak,n =
∑

j∈U

Pj =

n
∑

j=k

Pj . (9)

The steady-state probabilities P = [P0, P1, . . . , Pn] satisfy the
matrix equation P ·M = [0, 0, . . . , 0].

Since the considered system model is a birth-death Markov
process, the steady-state probabilities can be computed by [6]

Pj =

j−1
∏

i=0

(

µi

λi+1

)

1 +
n
∑

ℓ=1

ℓ−1
∏

m=0

(

µm

λm+1

) (10)

for j = 0, 1, . . . , n. We apply the transition rates (6) according
to the introduced wireless communications system scenario,
obtaining

Pj =
n!

j!(n− j)!ρj

(

1 +
n
∑

ℓ=1

n!

ℓ!(n− l)!ρℓ

)−1

(11)

with the ratio

ρ = λ/µ = exp

(

1

F

)

− 1 . (12)

It is obvious that, for the considered wireless communi-
cations system scenario, the steady-state probabilities and
consequently the user’s steady-state channel availability purely
depend on the fading margin F . Hence, this metric does
not reflect the influence of mobility aspects or the carrier
frequency on the communication performance.

The complement of the steady-state channel availability
Ak,n characterizes the outage probability given by

Pout,k,n =1−Ak,n =
∑

j∈D

Pj =
k−1
∑

j=0

Pj . (13)

It corresponds to the packet loss rate (PLR), a quantity often
used to specify reliability requirements in communications
systems, because it can be interpreted as the long-term proba-
bility that the communications system is not operational. The
special case k = 1 leads to the steady-state channel availability
of selection combined Rayleigh fading links

A1,n = 1−
λn

(λ+ µ)
n = 1−

(

1− exp

(

−
1

F

))n

(14)

confirming the known probability expression [11].

B. Mean Time Between Failures

The mean time between system failures (MTBF) is the
mean time between consecutive transitions from an up state to
a down state [14]. We apply this definition to the considered
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wireless communications scenario. Based on the frequency of
system failures

ωk,n =
∑

i∈U

∑

ℓ∈D

Pi · aiℓ (15)

the MTBFk,n for a user requesting koon links is determined
as

MTBFk,n =
1

ωk,n

(16)

where aiℓ denotes the transition rate from state i to ℓ [14]. For
n selection combined Rayleigh fading links, this simplifies to

MTBF1,n =
1

λP1

=
(λ+ µ)n

nµλn
(17)

due to the birth-death structure of the considered system model
applying the steady-state probability (10) with k = 1. It it
obvious that this can be written as

MTBF1,n =
1

nµPout,1,n

, (18)

utilizing equations (14) and (13). We derive the closed form
expression

MTBF1,n =
exp

(

1
F

)

− 1

nfD

√

2π
F

(

1− exp
(

−1
F

))n
(19)

by inserting the transition rates (2).

C. Mean Down Time

The mean down time (MDT) identifies the mean duration
of a system failure, defined as the mean time from when the
system enters a down state until it is repaired and transitions
back to an up state [14]. This is an essential metric to make
conclusions about a system’s capability to self-repair/recover
after a failure. The outage probability Pout,k,n is equal to the
frequency ωk,n of system failures multiplied by the mean down
time MDTk,n. Applied to the introduced scenario, the mean
down time MDTk,n from a user’s viewpoint, requesting at
least k operational links, can be calculated as

MDTk,n =
1−Ak,n

ωk,n

. (20)

Selection combing of n Rayleigh fading links yields

MDT1,n =
1

nµ
, (21)

employing the steady-state availability expression (14) and
equation (17). By substituting the transition rates (2), we
determine the closed form expression

MDT1,n =
exp ( 1

F
)− 1

nfD

√

2π
F

, (22)

which is independent of the failure rate λ because the MDT
only considers down times, i.e., all channels are failed and
a single channel repair leads to a system repair. Thus, the
failures and the corresponding failure rates are irrelevant.

D. Mean Up Time

The mean up time (MUT) characterizes the mean system
operational time until a failure occurs. Applied to the consid-
ered scenario, it is defined as the mean time from a transition
to an up state until the first transition back to a down state.
Using the relation

MTBFk,n = MUTk,n +MDTk,n , (23)

we obtain the mean up time MUTk,n for a user requesting at
least k operational links by

MUTk,n =
Ak,n

ωk,n

. (24)

In the special case of n selection combined Rayleigh fading
links we insert equations (14) and (17) obtaining

MUT1,n =
(λ+ µ)n

nµλn
−

1

nµ
. (25)

Applying the transition rates (2) yields the closed form ex-
pression given by

MUT1,n =
exp

(

1
F

)

− 1

nfD

√

2π
F

(

1
(

1− exp
(

−1
F

))n − 1

)

. (26)

It turns out that, in contrast to the steady-state channel avail-
ability Ak,n, the user’s MTBFk,n, MDTk,n, and MUTk,n

depend on the fading margin F and maximum Doppler shift
fD. Hence, we propose to utilize these KPIs for the research on
wireless communications systems, because these metrics en-
able to evaluate the reliability of the wireless communications
system from the user’s viewpoint taking into account the actual
rates λ and µ. It is obvious that system reliability is based
upon the quantities MUTk,n, MDTk,n, and MTBFk,n besides
channel availability, which can be linked by the following
relation

Ak,n =
MUTk,n

MTBFk,n

. (27)

IV. EVALUATION SCENARIO AND RESULTS

In this section, the considered reliability metrics are evalu-
ated for the exemplary scenario 1oo6, i.e., n = 6 and k = 1
is selected. This relates to the considered wireless commu-
nications scenario by assuming that data is sent redundantly
over n = 6 links, to which a user is connected, and the user
performs Selection Combining, corresponding to k = 1.

Evaluations of the steady-state channel availability A1,n are
shown for different values of F and n in Fig. 2(a). Higher
degrees of redundancy, which are equivalent to higher values
of n, increase the steady-state channel availability. The differ-
ences increase for larger fading margins F . Hence, introducing
redundancy improves availability, especially for small values
of F . Interpreting outage probability Pout,1,n = 1 − A1,n

as PLR, as assumed in this paper, enables system design
recommendations for a given fading margin F . For example
in this scenario, it is not possible to achieve a PLR < 10−9
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Fig. 2. Steady-state channel availability and mean up time for selection combined Rayleigh fading links and varying values of F and n.
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Fig. 3. MDT and MTBF, for selection combined Rayleigh fading links and varying values of F and n.

TABLE I
EXEMPLARY COMPARISON OF MUT, MDT AND OUTAGE PROBABILITY

OF n SELECTION COMBINED LINKS FOR F = 20dB

n Pout,1,n v [m/s] f [GHz] MDT1,n MUT1,n

3 10−6 10 2 0.2 ms 3.4 min

3 10−6 10 60 6.7 µs 6.8 s

3 10−6 80 2 25.0 µs 25.4 s

3 10−6 80 60 0.8 µs 0.8 s

5 10−10 10 2 0.1 ms 14.3 d

5 10−10 10 60 4.0 µs 11.4 h

5 10−10 80 2 15.0 µs 42.8 h

5 10−10 80 60 0.5 µs 1.4 h

for a user connected to 4 links simultaneously and the plotted
range of F .

Furthermore, it is of key importance to also consider the
metrics MUT1,n, MDT1,n, MTBF1,n leading to a joint anal-
ysis of availability and reliability. In contrast to steady-state
channel availability and outage probability, these quantities
depend on the maximum Doppler shift fD, reflecting the
impact of the carrier frequency and mobility aspects. We
normalize the metrics by fD and present numerical results in
Figs. 2(b), 3(a), and 3(b), respectively. As shown in Fig. 2(b),

the MUT1,n is higher for larger values of n. The differences
increase for larger values of F for a given fD. In contrast
to the MUT1,n, the MDT1,n focuses on the down times, see
Fig. 3(a). The MDT1,n decreases for larger values of F for
a selected fD. A higher degree of redundancy, corresponding
to a higher n, implies a shorter MDT1,n. The gaps between
different levels of redundancy n remain constant, regardless of
the fading margin F since the MDT1,n linearly depends on
the number of links n. In Fig. 3(b), we evaluate the MTBF1,n

statistics. Most importantly, it cannot be determined whether
a high value of MTBF1,n corresponds to high a MUT1,n or a
high MDT1,n, because the MTBF1,n is the sum of MDT1,n

and MUT1,n. Therefore, only investigating MTBF1,n values
may lead to confusion. For the considered evaluation scenario
the MTBF1,n is dominated by MUT1,n.

After analyzing the different metrics individually, we subse-
quently study them jointly. Several cases with different values
for the carrier frequency f and velocity v may all lead to
the same steady-state channel availability A1,n. In Table I,
we evaluate combinations of low and high velocity v with
different carrier frequencies f for n = 3 and n = 5 redundant
links, confining our concentration on the exemplary fading
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margin F = 20dB. Obviously, multiple system designs with
the same outage probability Pout,1,n can exhibit significantly
varying MUT1,n and MDT1,n. For n = 3 links the obtained
outage probability Pout,1,n = 10−6 appears promising for
many URLLC use cases, but the MUT1,3 differs by orders
of magnitude in the range between 800ms and 3.4min.
The corresponding MDT1,3 values are comparable to latency
requirements for URLLC applications, e.g., wireless factory
automation. Thus, it is obvious that the reliability requirements
cannot be permanently satisfied if the MDT is in the range of
the latency constraints, even though current systems should be
able to tolerate short down times. As expected, two additional
redundant links improve the outage probability Pout,1,5 by a
factor of 10,000. The MUT1,5 also increases significantly,
the expected up time of more than two weeks for the low
mobility and low frequency scenario could be similar to
the maintenance cycle in factory automation. However, the
MDT1,5 is not even reduced by half.

Consequently, the reliability metrics MDT and MUT can
give an estimate whether a system supports particular use
cases or not. This can be extended by aiming for concrete
performance guarantees, requiring to study the detailed distri-
butions of up and down times. As real system-data is necessary
for these distributions, this is out of the scope of this work.
Another conclusion is that only jointly studying availability
and reliability enables proper system analysis and design as
shown in Table I.

V. SUMMARY

Jointly designing reliable systems from different domains
is a major cornerstone for realizing URLLC. In order to
successfully introduce wireless communications systems, e.g.,
to factory automation, it is important to use a common
performance evaluation methodology. In this work, we pre-
sented fundamental definitions and derived additional relations
between them to put forward a solid foundation for joint
discussions and studies. As demonstrated in this work, it is
possible and beneficial to leverage the existing toolset of
reliability theory, based on which the life cycles and failures of
communication networks can be analyzed and improved. We
obtained closed form expressions of the time-based reliability
metrics MUT, MDT, and MTBF concentrating on the special
case of Selection Combining of multiple Rayleigh fading links.
Supported by numerical examples, we discussed the trade-
off between the number of links used for multi-connectivity,
fading margin, velocity, and carrier frequency with respect
to channel availability, and time-based reliability metrics. It
is demonstrated that a combined evaluation of availability
and reliability metrics is of key importance. Only considering
either availability or reliability can cause to misleading conclu-
sions and results. Additionally, latency requirements need to
be taken into account as well. It has been shown that utilizing
KPIs like MUT, MDT, MTBF besides availability refines the
discussion on reliability in 5G networks.

All in all, the results at hand can help mastering key
challenges of future networks, which aim to support unprece-

dented, new use cases of URLLC. For future work, we propose
to use empirical data from communication networks to derive
detailed statistical parameters, which, in turn, serve as inputs
for the analytical evaluation tool presented. Moreover, the
models presented need to be extended to studies of detailed
quantiles of probability distributions, in order to give concrete
performance guarantees.
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